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Motivation

Autonomous Systems are here

Waymo [1] Oxa [2]

[1] https://waymo.com/
[2] https://oxa.tech/ 5



Motivation

Soon they will be common place

Cruise [4] May Mobility [5]

[1] https://waymo.com/ [3] https://www.autox.ai [5] https://maymobility.com [7] https://www.pony.ai  [9] https://www.tesla.com/autopilot
[2] https://oxa.tech/ [4] https://getcruise.com [6] https://motional.com [8] https://zoox.com/



Motivation

These vehicles fail, resulting in the loss of life
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Motivation

They are being tested
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Failures
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Waymo self-driving car kills a dog in
San Francisco

Driverless car's autonomous system identied dog 'but was not able te avoid contact’
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Electric 'self-driving' BMW test car veers into oncoming
traffic leaving one dead and nine injured in mass pile-up in
Germany

» Partly automated BMW IX test car swerved out of Its lane in Reutlingen and brushed oncoming Citroen
» The BMW then hit a Mercedes-Benz van head-on, resulting in the death of a 33-year-old woman in that vehicle
= 70-year-old Citroen driver lost control of her car and crashed Into another vehicle with two people on board
» BMW confirmed the crash involved one of its models with Level 2 driver assi: systems.
brak and, unlike Level 1 systems, take over steering

By RACHAEL BUNYAN FOR MAILONLINE
PUBLISHED: 09:33 EDT 16 Auyu UPDATED: 14:21 EDT. 15 August 2022
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One person has died and nine were seriously od afte lects Iy BMW test car veered
into oncoming traffic in Germany, triggering a series of ccllisions involving four vehicles.

The electric BEMW IX, which had five people on board Including an 18-month-old toddler. swerved out of Its Iane at
a bend in the road in the southwestern tawn of Reutlingen on Monday, brushing an ancoming Gitroen.

The BMW, which costs at least £77,300, then hit a Mercedes-3enz van head-on, resulting in the death of 8 33-year.
old woman in that vehicle.
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Waymo’s driverless cars were involved in
two crashes and 18 ‘minor contact

events

’ over 1 million miles

/ The Alphabet-owned company
pulls back the curtain on more
stats from its public road testing.
Of the 20 incidents. only two met
the federal government’s
reporting criteria, and no one was
injured.
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Motivation

Where is the
disconnect?
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Disconnect

“Was the previous test useful?”
“How thoroughly is the current system tested?”

“When is it safe to stop testing?”



Disconnect

“How do we quantify an autonomous vehicle’s test
adequacy?”



Problem

Traditional software uses test adequacy metrics

Input System Output



Problem

Traditional software uses test adequacy metrics

¥ QOutput
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“*» How much of the input space have we seen?
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Problem

Traditional software uses test adequacy metrics
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How much of the input space have we seen?
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i



Problem

Why can’t we do this with autonomous systems?

Input System Output
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Problem

Why can’t we do this with autonomous systems?

" |Environment| *

Sensor
Data
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Problem

Why can’t we do this with autonomous systems?
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Problem

Why can’t we do this with autonomous systems?

" |Environment| *

Sensor
Data
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PrOb | em Environment

Why can’t we do this with autonomous systems?

» Qutput




PrOb | em Environment

Why can’t we do this with autonomous systems?

~ |Environment| ¥

Sensor
Data
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PrOb | em Environment

Why can’t we do this with autonomous systems?

State
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—+ Output

Data
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PrOb | em Environment

......... WHY BNt we do this with autonomous systems?
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Current Solutions

Current approaches are not cognizant of the environment and state

Account for Environments

Coverage Metric

Account for State

Miles Driven / Incident per Miles

B R
B RV R S
e | A [ S
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Insight

1) The environment is highly complex and practically infinite:
Only the sensed environment, which the vehicle can reach is
important to the vehicles current behavior.

2) The vehicles state is dependent the specific systems hardware:
Kinematic models offer a way to abstract the state for any venhicle.

22



PhysCov: Approach
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PhysCov: Approach
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PhysCov: Approach
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PhysCov: Approach

We couldn’t cover all the details and we encourage you to read the paper!
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ABSTRACT

Adequately exercising the behaviors cf antonormcus vehicles is fun-
damental to thetr validation. However, quantifying an autonomous
vehicle's testing adequacy is challenging as the system’s behavior
is influenced both by its «tare as well as its physicel environment
To address this challenge our work builds on two insights. Firs:,
data sensed hy an zutonnmous veh'cle pravicdes a iminue sparial
signature of the physical environment inputs Second, given rhe
vehide’s carrent state, inputs residing outside the autonomous ve-
hicle's paysically reachable regions are less relevant to its behavior
Building on those insights, we introduce an abstraction that enables
the computation of a physical environment-siate coverage metric,
FEysCov. The akbstraction combines the sensor readings with e phys

ical reachability analysis based or the venicle's state and dyramics
to determine the region of the environment that may aftect the
autonomous vehicle, It then characterizes that ragion tarcugn a
parameterizable geometric approximation that can trade quality
for cost. Tests with the same characterizations are deemed to have
had similar inrernal states ancé exposad to similar environments
and thus Ikely to exercise the same set of hehaviars, while tests
with distinet cheracterizations will increase PhysCov. A study on
two simulated and one real system’s dataset examines PhysCovy's
ability to quantiy an autonamous vehicle's test suite, showcases
its characterization cost and precision, investigates its correlation
with failurcs found and potential for test selection, and asscsscs its
ability to dist:nzuish among real world scenarios,

CCS CONCEPTS

» Software and its engineering — Software testing and debug-
ging.

KEYWORDS
Test Adequacy, Coverage Metrics, Autonomous Systems
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1 INTRODUCTION

This work explores a funcamental and oper. question in testing au-
toromous vehicles: to what extent does a system test suite exercise
the potential system behaviors?

Typically, software engineers relv on absrracrions of the inpur
spoce ro define equivalent input ciasses. The underly:ng principle is
that ‘nputs within an equivalent class exereise similar hehavior. 7f
the ahstractior is effective at dusterirg inputs into classes that lead
to similar hehavicr, then the pereentage of classes covered pravides
2 means to quantify the extent that a test suite exercises the syster.

[n the context of autonomous systems, such as autonomous
cars and drones. the system behavior is significantly influenced
by the system’s state and its surrouncing physical environment.
The vehicle’s pose, speed, and acecleration, the road topology, the
surrounding tradfic, the signage, and other obects in the environ-
ment influence the vehicle's acticns, Yet, existing adequacy criteria
are insufficient to abstract autonomous vekicles’ system state and
environment into equivalent classes.

Structural code coverage (60, 63] and the coverage of learned
components [27, 62] are not cognizant of the system's physical
state and environment altributes, resuting in distinet scenarios
that remder the same coverage. The industoy reported miles driven
criterion [6, 30] does not consider the state of the vehicle nor the
scenarios traveled, so miles driven at high or low speeds or through
suburban traffic or multi-lanc highway arc considered cquivelent.
Covcrage of requirements defined by domain experts e per the
system state [ 28] or the environment |47 are valuable to establish
ccceptance tests but are not scalable given the space of behavicrs
trigzered by state and environment. Scenaric coverage [39] incor-
porates the physical environment by building a situation graph
containing the abjects, their attribures, and their relationships ir an
enviromment. This approach is feasible as long as the ground truth
grapas can he pre-computed, severely cartailing its applicability
beyond limited s mubstion environments Trajeciory coverzge relies
on a vehicle pasiticn [2¢] but ignores other aspects of the system
state and the envirenment. This means, for example, that two tests
that causc the vchicle to visit the same positions arc decmed cquiv-
elent even if onc docs 30 at high speed whik changing lancs whike

o




Study

We asked three different research questions:

RQ1) How effective RRS at grouping equivalent environment inputs such that they
cause similar behaviors?

RQ2) How effective is PhysCov at selecting tests that induce unique failures?

RQ3) Can PhysCov distinguish similar from different scenarios?

28



Environments

HighwayEnv BeamNG Waymo Open Dataset

1,000,000 tests 10,000 tests 4 Hours 26 Minutes Driving
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Research Question

How effective RRS at grouping equivalent environment inputs such that they cause similar behaviors?
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Research Question

How effective RRS at grouping equivalent environment inputs such that they cause similar behaviors?

Class 1 Class 2 Class 3




Research Question 1

How effective RRS at grouping equivalent environment inputs such that they cause similar behaviors?

Class 1
Structural Code Coverage
 Line Coverage Testa V
- Branch Coverage Testb &/
- Intraprocedural prime path coverage
- Intraprocedural path coverage
- Absolute path coverage Class 2

10,000 tests Trajectory Coverage

» Improved to include irregular maps

PhysCov

+ ¥, - RRS of length 1
+ W - RRS of length 5
« ¥,y - RRS of length 10
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Research Question 1

How effective RRS at grouping equivalent environment inputs such that they cause similar behaviors?

Line

Coverage Metric Equivalent Classes Percentage Inconsitency

Intraprocedural Prime Path Coverage
Intraprocedural Path Coverage
Absolute Path Coverage
Trajectory Coverage
Physical Coverage:

Physical Coverage: s

Physical Coverage: ¥,
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Research Question 2

How effective is PhysCov at selecting tests that induce unique failures?

PhysCov

34



Unique Failures

How effective is PhysCov at selecting tests that induce unique fatft rég"

Research Question 2

90 -

80 -

——=- Line of Best Fit . |
B Random L . %
{) Maximize PhysCov Pl L vy -="0s
A Minimize PhysCov P | . LT .

Test Suite Size
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Research Question 3

Can PhysCov distinguish similar from different scenarios?

DIFFERENT!
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Research Question 3

Can PhysCov distinguish similar from different scenarios?

196 196

199
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Research Question 3

Can PhysCov distinguish similar from different scenarios?
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Research Question 3

Can PhysCov distinguish similar from different scenarios?

WAYMO

PhysCov

DIFFERENT!
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Research Question 3

Can PhysCov distinguish similar from different scenarios?
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Research Question 3

Can PhysCov distinguish similar from different scenarios?

199 | 198

198

41



. (=]l
Conclusion gt
"IIIIIIIIIIIII.‘ ‘I-IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII..
. . o s
|
- SUT s = RRS Pipeline -
| - .
o . . : Physical
= m . B
R - . § Coverage
. |
. - o Reduction to Reduction to Sensed .
u
AV —_— Sensed =3 || Reachable Set -
o o = Reachable Set o .
= 0 - Reachable Set Vectorization -
. o
. . . o Test Suite
P . g N Coverage
’.IIIIIIIIIIIII' ..lllllllIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII‘
Coverage Metric Equivalent Classes ——- Line of Best Fit )
904 [ Random . )
Line {) Maximize PhysCov o ‘.o ’/,/ﬁ
Branch 80 1 A Minimize PhysCov : /,/” .
70 - ’ @ /”‘ ... o °
Intraprocedural Prime Path Coverage ” BP] . S
£ 60+ e i .
Intraprocedural Path Coverage % - I //’ o e p— JI—
Absolute Path Coverage S S A ’ \ £ \
2 407 P 199 )
= - . 198
Trajectory Coverage 10000 _ = 354 e S Q / \\ /
Physical Coverage: 20 - . . T, . R S . s, g8 e S— ///h\i\v/
N /,/“ . e o . % _!_l‘:g_..——l”"i:;-:: e s " /,’ “\\
Physical Coverage: 1594 40% 10 - 3 Ll T s mm o m r \
(°:=' _._.,—‘r"'":’“! .-n. rL PN ‘ : P PR 198
PhYSical Coverage: 3628 329% 0 - an e wa b rm B wa B84 ru B4 ra m oy o . 71 i S 1n‘u‘*n'n1 fraxatinnr fehfanee s nna \\ /

T T T T T T b /

0 20 40 60 80 100 \'\\ //
Test Suite Size

42



